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Abstract

Background The rapid growth of encrypted network traffic has increased the need
for effective and unbiased Network Traffic Classification (NTC). Traditional techniques
struggle with encrypted data, limited feature availability, and high traffic volume,
reducing their reliability in real-world scenarios.

Methods We propose a novel pre-processing methodology that analyzes raw network
traffic into a textual format (nt2txt), enabling the application of Natural Language
Processing (NLP) and Deep Learning techniques. This approach eliminates bias from
protocol metadata, structures the data into fixed-size semi-flows, and uses rigorous
data-splitting to prevent flow overlap between training and testing. An LSTM-based
model is then trained to classify traffic using only payload data.

Results This work provides a scalable, protocol-agnostic framework for encrypted
traffic classification, demonstrating the effectiveness of NLP techniques in improving
model performance and reducing dataset bias. Our methodology achieved

88,87 +0,04% accuracy on a blind external dataset, outperforming similar LSTM and
hybrid CNN-LSTM models. Metrics such as Cohen’s Kappa and Matthew’s Correlation
Coefficient further confirm the robustness and generalizability of our approach.

Keywords Artificial intelligence, Cybersecurity, Traffic classification, PLN

Introduction

Background

The rapid increase in network traffic has made network management significantly more
complex. Understanding and analyzing how information flows through computer net-
works is now essential. Many key tasks (such as ensuring security, detecting intrusions,
providing Quality of Service (QoS), monitoring performance, allocating resources, and
managing traffic) depend on effective traffic classification [1]. However, Network Traffic
Classification (NTC) has become more challenging due to the growing number of con-
nected applications and devices. These generate massive amounts of data, posing several
difficulties:
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+ The diversity of protocols and formats complicates the extraction of features and
relationships in the generated traffic.

+ The dynamic component associated with network traffic involves changes in its
topology, such as the addition or removal of devices. These changes in network
configurations can impact the capture and analysis of network traffic.

+ The massive volume generated in small time intervals in real network traffic, besides
posing a technical limitation, can lead to the generation of noise and an excess of
irrelevant data that hinders analysis and information extraction.

NTC has previously been addressed using methodologies such as port inspection [2],
which associates applications or services with specific ports. However, the use of random
ports by some programs or services renders this method ineffective [3]. Deep Packet
Inspection (DPI) [3], involves analyzing the data being transported by each packet in
search of patterns that links to a service or application. Nonetheless, this method has
become unfeasible due to packet encryption. Consequently, Surface Packet Inspection
(SPI) [3], has been proposed, focusing on analyzing packet headers or protocols. Never-
theless, SPI has proved to be imprecise and costly for handling large volumes of network
traffic.

Overcoming these complications requires advanced analysis techniques, appropri-
ate tools, and an adaptable approach to obtain precise and meaningful results. Conse-
quently, Artificial Intelligence (AI) techniques have begun to be applied, as they have
proven to be efficient in handling large data volumes and delivering high performance
in feature analysis to draw insights from data in other fields [4]. Due to their significant
potential, these techniques can offer efficiency and scalability, providing real-time pro-
cessing capabilities.

Machine Learning (ML), defined by Arthur Samuel as “the field of study that gives
computers the ability to learn without being explicitly programmed” [5], plays a key role
in identifying patterns within large datasets. One of its main strengths is the ability to be
easily retrained with new data, making it well-suited for network traffic analysis [3]. ML
techniques are increasingly used in this field to support tasks such as quality of service
management, trend monitoring, and security [6].

Among the Al models dedicated to sequential data analysis, Deep Learning (DL) tech-
niques represent the latest advancements in NTC [7, 8]. DL techniques have demon-
strated a superior ability to abstractly analyze complex and noisy data, even learning
hierarchical representations and intrinsic data features. This allows for capturing more
sophisticated and subtle relationships, ultimately enhancing model performance and
expanding their range of applications, as seen in examples like Stable Diffusion, Alpha-
Fold, and ChatGPT [9-11]. In particular, techniques such as Recurrent Neural Networks
(RNN) [12], specifically the Long Short-Term Memory (LSTM) architectures, and Nat-
ural Language Processing (NLP) techniques [13], based on Transformer models [14],
are at the forefront of NTC. They are renowned for their robustness in handling class
imbalance [15]. Both of these techniques are designed to uncover relationships within
unstructured data, extracting inherent properties and connections.

Increasingly complex methods are being adopted through the use of modern tech-
nologies. Studies such as [16] and [17] highlight both the limitations of traditional
approaches and the potential of Deep Learning techniques. In [16], a multi-level classi-
fication framework is proposed that combines 1D-CNN, attention-based Bi-LSTM, and
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stacked auto-encoders to extract complex spatial and temporal features from encrypted
traffic. Additionally, it addresses class imbalance through a data augmentation strategy
based on GANS. In [17], the focus is on real-time encrypted traffic classification, empha-
sizing the challenges of processing high-speed data streams under resource constraints.

In a literature review by [3, 18], various models employed for network traffic analy-
sis are discussed. While ML algorithms like Support Vector Machines (SVM), Deci-
sion Trees (DT), and k-Nearest Neighbors (KNN) have been used, there is a prevailing
trend towards the adoption of DL techniques. This inclination is due to the fact that
more complex techniques reduce the need for extensive preprocessing and allow for the
extraction of information from raw data. They also deliver superior performance and
are better equipped to handle substantial datasets, thereby favoring potential real-time
traffic analysis applications. Among these models, the most frequently used one is the
Multi-Layer Perceptron (MLP), appearing in 13 out of the 28 studies reviewed. The Con-
volutional Neural Network (CNN) follows with a frequency of 9 articles. Additionally,
two hybrid models based on CNN +LSTM were considered [19], and only two studies
utilized RNN, employing LSTM layers [20, 21]. The metrics obtained with RNN models
resulted in the hit rate or accuracy = 73,64%, harmonic mean of the precision an recall
or F-measure = 59,53%, geometric mean or Gmean = 73,31% in [20], and accuracy =
83,69%, F-measure = 77,04% in [21].

However, it should be noted that the data preprocessing procedures were not con-
sistent across the reviewed studies, revealing a lack of standardized methodology in
this domain. This inconsistency poses a significant challenge when comparing the per-
formance of different models, as variations in data handling can greatly influence the
results. More critically, non-uniform preprocessing can introduce hidden biases into
the datasets (particularly when features such as IP addresses, port numbers, or proto-
col metadata are not properly anonymized or filtered). These elements can inadvertently
create correlations between the training and testing sets, allowing models to learn short-
cuts based on these artifacts rather than on the actual content or behavior of the traf-
fic. As a result, the model may demonstrate high accuracy during validation but fail to
generalize in real-world or unseen scenarios. This kind of bias undermines the reliabil-
ity and robustness of the model, making its performance metrics misleading. Therefore,
adopting a consistent and bias-aware preprocessing methodology is essential to ensure
fair evaluation and enhance the generalizability of Al-based approaches in NTC.

In this paper, we propose a data pre-processing methodology that takes into account
the volume of real traffic and class imbalance, while also avoiding bias introduced by
correlations among similar data in different stages of model training/validation/test-
ing in ML models. It is crucial to establish a standardized protocol for pre-processing
network traffic data, as ML and DL models are increasingly being used in the field of
cybersecurity to offer improved network management, threat detection, and application
performance optimization. To achieve this, we must identify packets belonging to the
same flow, which may share information, as an inadequate representation of the tempo-
ral sequence of events can introduce elements that yield correlations, biasing training
results and impeding model generalization [1].

However, we have not found a rigorous and detailed methodology that could serve as
a guide for developing this pre-processing. Therefore, we propose a method that elimi-
nates any bias by conducting the analysis on raw content, making it independent of the
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device connected to the network. To facilitate the extraction of features or relationships
among the different packets composing a flow, we propose a pre-processing based on
NLP techniques by considering traces as a structured sequence of events, establishing an
equivalence between Network Traffic (NT) and Text.

To facilitate the objective evaluation of the results obtained from NTC, we have
conducted an analysis using various metrics employed in multi-class problems. This
approach allows for effective measurement and comparison of the model’s performance
in classifying multiple categories, utilizing metrics such as the confusion matrix [22],
Cohen’s Kappa score [23], Matthew’s correlation coefficient [24], and log loss [25].
Evaluating results across different metrics contributes to a deeper understanding of the
model’s performance in multi-class classification problems, aiding in making informed
decisions to enhance overall system accuracy and performance. Implementing these
metrics will provide us insights into the performance of a model, built upon the most
commonly used ones in the literature, in an NTC problem and allow us to validate the
proposed methodology.

Therefore, this document presents a rigorous methodology for preprocessing net-
work traffic data to enable the use of NLP techniques in real-world traffic scenarios.
The approach supports parallel processing across multiple devices, making it suitable
for handling the high data volumes found in 4G and 5G networks. This work lays the
foundation for researchers in cybersecurity to apply more advanced methods aimed at
improving network management and security.

This paper is organized as follows: In the Methods section, we present the dataset
alongside the proposed methodology, highlighting potential biases that may arise dur-
ing the preprocessing of PCAP files at each stage. We provide a detailed account of the
implementation of this process, the methods employed for result evaluation, and intro-
duce metrics tailored for multiclass problems. Moving on to the Results section, we
apply these preprocessing techniques to a model founded on LSTM layers, whose archi-
tecture has been meticulously optimized. In the Discussion, we benchmark the results
obtained with the proposed method against some state-of-the-art models in trace clas-
sification. Finally, the Conclusions section encapsulates a summary of the most notewor-
thy findings stemming from this study.

Methods
Dataset
Network traffic consists of data packets that are sent and received between electronic
devices connected to the network. These packets contain fragments of the communica-
tion they are part of, which can take various forms, such as file transfers, emails, website
requests, instant messages, video conferencing, and any other type of communication.
Each packet contains multiple information fields that identify different attributes, such
as their source, destination, or communication protocol type, in addition to the data
being transmitted, that is the payload. These fields are recorded in PCAP files (Packet
Capture), which can be obtained using network sniffers, dedicated programs for the con-
tinuous logging of all network packets.

The dataset used in this work bears the identifier code “ISCXVPN2016” and is sourced
from the Canadian Institute for Cybersecurity, University of New Brunswick [26]. Access
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to this dataset is available via the following link!. The dataset has been previously vali-
dated by other research in the field [3], demonstrating that the contained data traffic is
sufficient for conducting the classification task.

This dataset captures traffic from 5 categories: chat, file transfer, streaming, Voice over
IP (VoIP), and email. Each category records the traffic associated with different appli-
cations, specifying the total number of registered PCAP files, total packet count, and
recording time in minutes. The dataset consists of 109 labeled PCAP files containing a
total of 21.910.108 packets. Table 1 summarizes these characteristics for each category
and the overall item count.

As seen in Table 1, we have an imbalanced dataset biased toward the “File Transfer”
class. It is essential to note that while any type of communication generates multiple net-
work packets, the transfer of files generates a higher volume of packets due to its heavier
nature compared to other forms of communication. Conversely, communication meth-
ods like email contain less information, resulting in a lower volume of generated pack-
ets. Therefore, the model evaluation needs to consider this class imbalance to ensure an
optimal learning process and accurate result generalization.

Given the nature of the dataset and its inherent imbalances, a robust and carefully
designed preprocessing methodology becomes essential to ensure fair and meaningful
model evaluation.

Proposed pre-process methodology

To ensure proper data processing and eliminate potential biases affecting model predic-
tions, it is crucial to note that network traffic logging involves capturing various fields
identifying packets belonging to the same communication flow. Consequently, classify-
ing network traces directly using raw data might lead to correlations in model outcomes,
limiting their generalization and hindering real-time analysis applicability. Therefore, it
is essential preprocessing these data, employing diverse metrics to assess results, and
adhering to a rigorous validation process. The proposed methodology consists of two
parts: the first one involves data preprocessing, and the second one establishes an equiv-
alence between Network Traffic and Text (nt2txt).

Data pre-processing

In our approach to NTC, we aim to use only the raw content of the transmitted informa-
tion. To achieve this, we remove all fields from the PCAP file except the payload, which
is the field that contains the data carried by the packet. Packets with empty payloads are

Table 1 Summary of the number of applications, PCAP files, total packages and logging time for
each category in the ISCXVPN2016 dataset

Categories Number of Number of Number of Recording Percentage

applications PCAP files packages time (min) of informa-
tion

Chat 6 20 153451 164,12 0,19%

File transfer 4 32 11.007.165 190,88 38,66%

Streaming 7 30 4.991.536 294,65 30,08%

VolP 4 23 5.682.877 726,23 31,04%

Email T 4 75079 207,45 0,03%

Total 22 109 21.910.108 1583,33 100%

Lhttps://www.unb.ca/cic/datasets/vpn.html.
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considered null data. These packets are also removed, as they can introduce noise into
the model.

The methodology presented in this document is designed for potential real-time
implementation, ensuring that packet processing time is optimized to minimize delays,
especially when analyzing large volumes of real-world data. To achieve this, captured
data must be fed into the model without waiting for the entire communication to end.
At the same time, the number of packets must be limited to ensure optimal model per-
formance. This strategy reduces classification delay and ensures reliable results from the
trained model. Additionally, it is essential to note that NT is composed of flows with
a variable number of packets, resulting in an imbalanced dataset. This imbalance is a
significant challenge in encrypted traffic classification [19], as it can lead to reduced clas-
sifier performance or facilitate the concealment of malicious cyberattacks within vast
amounts of normal data.

The designed methodology addresses this issue by restricting the input data to the
model and implementing a subdivision into semi-flows, which are subsets of the same
flow containing a fixed number of packets. This subdivision allows us to standardize the
size of the input samples, ensuring that each semi-flow contributes equally to the learn-
ing process, regardless of the total number of packets in the original flow. By doing so,
the methodology prevents classes with longer flows (such as file transfers) from domi-
nating the training process due to their higher packet volume. At the same time, it
ensures that shorter flows (such as those from emails or VoIP) are also adequately repre-
sented. This strategy reduces class imbalance and enables the model to learn more bal-
anced patterns across different traffic types, improving both classification accuracy and
generalization to real-world scenarios.

Determining the size of each semi-flow requires setting two conditions that act as
processing hyperparameters. These parameters must be optimized depending on the
characteristics of the classification model used. First, the number of packets that will
form each semi-flow is defined. Second, a maximum duration for the semi-flow is set,
based on the time difference between the first and last packet included. Both hyper-
parameters directly affect the data processing time and the model’s prediction latency.
Adjusting them appropriately helps balance real-time processing constraints with model
performance.

Packets are added to a semi-flow until either the designated number of packets or
the maximum duration is reached. If the semi-flow completes without surpassing the
set time, it is accepted. Conversely, if the maximum duration is reached before complet-
ing the semi-flow, the packets within it are discarded, and a new semi-flow construction
begins.

nt2txt equivalence
Once the pre-processing of data has been completed, an equivalence between NT and
text is established. In this approach, the data transported within a semi-flow is identified
as text, wherein the content of each packet would be akin to a sentence. Extending this
analogy, we delineate the fundamental units that comprise these sentences, which are
akin to words.

To carry out this association, we need to introduce NLP techniques, that is the tokeni-
zation. This is the standard methodology within text processing techniques, responsible
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for segmenting sentences into elementary processing units called tokens. To perform
this step, the payload, which consists of a sequence of variable-length hexadecimal char-
acters, is identified and segmented into fixed-length intervals, conducting tokenization.
The token size is one of the hyperparameters that needs to be optimized. This allows us
to identify each segment or token as a word within the text that comprises the NT. Fig-
ure 1 illustrates this process.

Similar to text processing in the field of NLP, the end of each packet is marked by
introducing an end-token. In text processing, this step is added to signal the model when
the end of a sentence, a paragraph, or text has been reached. This end-token is distinc-
tively identified to ensure the analyzing model does not confuse it with another token
representing a word. For our methodology, the end-token corresponds to the highest
value within the hexadecimal configuration, denoted by the character “F’ repeated as
many times as the token components. Subsequently, each token is converted to decimal
format, aiming to obtain a vectorized (similar to embedding in NLP) representation to
feed into the AI model. This step is performed after tokenization to prevent fragmenting
the information corresponding to a single hexadecimal character.

Given the variable length of the payload, we need to establish a specific value that
would correspond to the length of the sentence, which is another hyperparameter that
must be optimized and adapted to the capabilities of the model intended for subsequent
classification. Finally, the outcome of this preprocessing is a set of semi-flows containing
packets whose information is segmented using tokens.

In this context, the analogy between network traffic and textual data can be described
as follows: a complete flow is akin to an unordered text, which we organize into thematic
units or semiflows. Each semiflow represents a coherent section of the text, consisting of
sentences, analogous to packets. These sentences (packets) are then tokenized, breaking
down their content into discrete units similar to words. Once tokenized, the semiflows
are labeled accordingly to enable supervised learning during the model training phase.

Src. IP | Dest. IP Payload Protocol

4384F1C97C14E49F265DDB4BA31E828A

Remove all fields except payload

|

4384F1C97C14E49F265DDB4BA31E828A

Tokenise the payload

l (end-of-package
token)
4384 F1C9 7C14 E49F | 265D | DB4B | A31E 828A | FFFF |

Convert to decimal

|

[ 17284 | 61897 [ 31764 | 58527 | 9821 [ 56139 | 41758 | 33418 | 65535 |

Fig. 1 Payload tokenization process to perform nt2txt traffic equivalence
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The objective of carrying out the nt2txt equivalence is to aid the model in informa-
tion extraction, promoting the exploration of relationships between the tokens compris-
ing the payload of a packet and among the different packets forming a semi-flow. This
approach aims to identify characteristic patterns of each communication category, facili-
tating their identification.

Implementation of the methodology
Next, we detail how the proposed methodology could be implemented to feed a DL
model. To do this, we divide the implementation of the methodology into the steps

described in the previous section, namely data preprocessing and nt2txt.

Implementation of data pre-processing

We initiated the pre-processing of the PCAP files by converting them to.CSV files using
tshark, the Command-Line Interface (CLI) of Wireshark, to streamline data handling.
The specifics of the information contained in the files are detailed in Table 2.

The generated CSV files were stored in a folder structure labeled for ease of informa-
tion retrieval, particularly if there was a need to identify a single file. Upon loading these
files, they were transformed into DataFrames using pandas? library to facilitate data han-
dling. Each row within the DataFrame represented one of the captured packets, while
the columns corresponded to the information specified in Table 2.

Next, a dictionary was created, where the keys corresponded to each of the categories
contained in the dataset, which were five in our case. The content stored under each key
was a list comprising the DataFrames belonging to that specific category. This method
creates an organized data structure, as depicted in Fig. 2, enabling easy modification and
swift extraction of desired information in an efficient manner.

Following this, the “Hash” column was added to each DataFrame, containing unique
identification characteristics of the communication or flow to which each packet
belonged, enabling subsequent identification. To accomplish this labeling, a hash func-
tion was applied to the columns IPsrc, IPdst, Protocol, TCPsrcport, TCPdstport, UDP-
srcport, and UDPdstport, concatenating the characters they contain. Subsequently,

the columns utilized by the hash were removed, as they might introduce biases during

Table 2 Displays the categories exported to.CSV along with a brief description of each field

Item Description

Ne ID number of the captured packet

Time Timestamp in wich the packet is captured within the recording of the PCAP file
Source Source device P

Destination Destination device IP

Protocol Network protocol present in the captured packet

Length Length in bytes of the captured packet

tcp.srcport Source port in a TCP communication

tcp.dstport Destination port in a TCP communication

tcplen Length in bytes of the data field in a TCP communication
udp.srcport Source port in an UDP communication

udp.dstport Destination port in an UDP communication

tcp.payload Contains the data transported via the TCP protocol
udp.payload Contains the data transported via the UDP protocol

Zhttps://pandas.pydata.org/.
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To properly organize the dataframes, as they are created, they
are attached to a list, according to their category.
These lists are then attached to a dictionary, according to the
following structure

Contains n+1 dataframes
from category "Chat”

Contains k+1 dataframes
from category “Email*

‘ DICTIONARY

5
"FileTransfer"
- D i G W Setare G
i Contains p+1 dataframes
from category
“FileTransfer"

“FileTranster

“Steaming”

VolP*

ST
“Steaming” |
0

Contains m+1 dataframes
from category “Streaming”

UsST
Vol

Contains z+1 datatrames
from category “VolP"

Fig. 2 Diagram of the dictionary structure, associating a list of DataFrames to each key

training. Additionally, the packet content was evaluated to eliminate those that did not
provide information and could impair the model’s performance. The exclusion criteria

for packets were as follows:

« Packets that, according to their protocol, did not contain information. The
dataset was carefully reviewed to identify all transport protocols present. Based
on this inspection, the following protocols were selected for further analysis:
“TCP’ “UDP “SSL; “SSLv2) “TLSvl) “TLSvl.1l} “TLSv1.2) “TLSv1.3) “SSHv2/
“GTP<TCP> “GTP<UDP> “GTP<QUIC> “GTP<SSL> “GTP<SSLv2>/
“GTP<TLSvl>” “GTP<TLSvl.l>” “GTP<TLSv1.2>) “GTP<TLSv1.3>” The
selection was restricted to protocols that contain relevant data within their payload
in a communication. Protocols that do not provide such information, like ARP, were
excluded to avoid introducing noise into the models. For this dataset, the specified
transport protocols were TCP and UDP.

+ DPackets with an empty payload field

+ Packets whose data had a length < 2characters as they might be associated with

acknowledgment confirmations.

Following this processing step, the Length and TCPlen columns were removed since the
objective was to classify the transported data. The structure of the resulting DataFrames,
which form the class structure, can be observed in Fig. 3.

The next step involved extracting flows and semi-flows. The “Hash” column in each
of the processed DataFrames allowed us to identify the different flows contained in
the derived PCAP file, since a flow consists of a set of packets with the same hash. This
method enables the identification of the packets corresponding to the same commu-
nication in each capture, regardless of their appearance order. This process prevents
packets belonging to the same flow from being considered in both the training and
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Time TCPpayload UDPpayload Hash

0 2336035 NaN  48f84a1d4e0b089813a5d193e496363d96f23f8f424952... F22¢891361a2bcc2ca93c23104632357

1 2336072 NaN  48f8431d4e0b089813a5d193e496363d96f23f8F424952... F22¢891361a2bcc2cad3c23104632357

2 2336354 NaN  54f8431d4e0b089813d5647e1bdcd706ac651e67847¢c8a... f22c891361a2bcc2ca93c23104632357

3 2.336367 NaN  54f84a1d4e0b089813d5647e1bdcd706ac651e67847c8a... 22c891361a2bcc2ca93c23104632357

4 2.336582 NaN 4ef84a1d4e0b08981379de027e2b0b60000b537d248e4f... F22c891361a2bcc2ca93c23104632357
96099 32.698808 NaN 4bcff6034eac4d18657bf4cccaldc8cfaald955ce620ce...  73b8a303944602ec5f1d5c58efcf728b
96100 32.698811 NaN 4bcff6034eac4d18657bf4cccaldc8cfaald955¢ce620ce...  73b8a303944602ec5f1d5c58efcf728b
96101 32.698901 NaN  43cff6034eacad1865a84253c71dc530576964e70e24a4...  73b8a303944602ec5F1d5c58efcf728b
96102 32.698905 NaN  43cff6034eac4d1865a84253c71dc5a0576964e70e24a4...  73b8a303944602ec5f1d5c58efcf728b
96103 32.704882 NaN 475108e200003f519a33e86ea45ddb62ee74bc04dabe37... 66901cc48356c7be7eed849981212f09

Fig. 3 Final structure of the DataFrame after processing and removal of data that could introduce bias into the
model

validation sets, thus avoiding correlations in the results. Once the flows were identified,
we excluded those with an insufficient number of packets to enhance the model’s learn-
ing. Hence, the minimum number of packets per flow is a preprocessing hyperparameter
that will depend on the chosen model.

Once the flows were extracted, we proceeded by removing the “Hash” column, as well
as the empty “Payload” column (either tcp.payload or udp.payload), since each flow cor-
responded to a single protocol. As a result, the DataFrame for each flow contained only
two columns: “TimeStamp” and “Payload” However, when considering real-time appli-
cations, it’s important to note that each flow can contain a large number of packets. This
increases the complexity of the AI models and can complicate obtaining timely results.
To address this issue, we divided each flow into smaller subsets called semi-flows, based

on the following criteria:

+ Semi-flows are comprised of sequential packets extracted from the same flow based
on the TimeStamp column.

+ Each semi-flow consists of a specified number of packets, denoted as N, serving as a
preprocessing hyperparameter.

+  We limit the maximum time, denoted as ‘¢, to record the packets forming the semi-
flow using the TimeStamp, representing another preprocessing hyperparameter. This
involves calculating the difference between the registration values of the first and last
packet composing the semi-flow.

From a PCAP file or its associated CSV, we obtained a list of semi-flows, each containing
a fixed number of packets, denoted as N, registered within a maximum time ¢, associ-
ated with the same communication flow. A diagram of this process can be seen in Fig. 4.

nt2txt implementation

Once we identified the flows and semi-flows, and the data was preprocessed, we could
apply the equivalence between N'T and text. To perform the tokenization of the payload
of each packet contained within each semi-flow, we needed to establish two pre-process-
ing hyperparameters:

+ Number of hexadecimal characters per packet, or its text equivalent, which
represents the phrase’s length. After extracting the payload, it is truncated to a
maximum length or padded with zeros to fill the remaining characters.
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Fig. 4 Diagram of the described methodology to obtain flows and semi-flows

+ Number of hexadecimal characters composing a token. The token’s length

determines the amount of information within each segment.

These hyperparameters enabled us to split each payload into a fixed number of tokens of
the same size. Thus, each token contained an equivalent amount of information associ-
ated with the packet’s data. To signal the end of a phrase or packet payload, we inserted
an end-token composed solely of “F” characters. Subsequently, each hexadecimal token
was converted into a decimal token through standard base conversion. This process
transformed the information contained in each payload into a list of decimal tokens.
Those lists associated with payloads within the same semi-flow were stored together in a
new list.

Finally, a list was created containing these previous lists, associated with semi-flows,
and simultaneously, another list with their corresponding classes or one-hot-encoded
categories was generated. Both lists were ultimately transformed into numpy arrays
(with numpy? library) for data and labels, used for the classification problem. The shapes
of these resulting arrays were (S, N, T) and (S, C), where S represents the total number

3https://numpy.org/.
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Table 3 Results of optimal hyperparameters for network trace preprocessing

Preprocessing Hyperparameters Value
Minimum number of packets per flow 20
Number of packets per semi-flow 20
Maximum time between packets of a semi-flow (seconds) 30
Length of the payload of a packet 400
Number of characters per token 4

Table 4 Results of the optimal parameters for the model used based on LSTM layers for the above
preprocessing parameters

Model Hyperparameters Value
Batch size 10.000
Learning rate 104
Number of LSTM layers 2
Hidden state dimensions 75
Number of dense layer neurons 100

of semi-flows, N is the total number of packets per semi-flow, T denotes the number of
tokens per semi-flow (calculated as an integer quotient between the fixed payload length
and the token length), and C represents the number of classes or categories.

Evaluating the proposed methodology

To validate the proposed processing methodology, we constructed a hybrid Recurrent
Neural Network (RNN) model based on LSTM layers, followed by an MLP-based clas-
sification module for performing classification. Hyperparameter tuning was conducted,
so that the results of this model could be compared with other RNN-based models from
the literature.

Tuning was performed to find the best hyperparameters for both the preprocessing
and the model used. The optimal configuration for the preprocessing is shown in Table 3:

Table 4 shows the optimal values obtained for the LSTM layer-based model:

In the considered model, each LSTM layer had the same hidden state. They were
followed by a fully connected layer with 100 neurons and ReLU activation function,
followed by another fully connected layer with 5 neurons and a Softmax activation func-
tion. Adam optimizer and CategoricalCrossEntropy loss function were used. Addition-
ally, to prevent overfitting, an Early Stopping function was implemented to halt training
once this trend was detected. This model consisted of 106.505 parameters, which were
trained on Amazon Web Services (AWS), and the virtual machine specifications were:
T4 GPU (16 GB VRAM), 16 GB RAM, 4 vCPUs Intel Xeon.

Although the dataset had been previously utilized, upon comparing its properties with
real-world data traffic, we noticed a scarcity in both the number of classes and the vol-
ume of traffic. Therefore, in our quest for a rigorous methodology providing insights into
model biases, we implemented a 5-fold Cross-Validation (CV). This validation method
offers insights into how the model’s performance varies concerning the selection of data.
Additionally, before the CV process, we allocated 10% of the flows to create a blind test
set (while maintaining the data percentage of each class), while the remaining flows were
used in the validation process. This separation ensures data independence among the
training, validation, and test processes, thus preventing potential correlations that could
distort the model results.
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M

etrics

The model results were assessed using various metrics specific to multi-class problems,

including:

R

+ Confusion matrix: It displays predicted versus real values, enabling the identification
of True Positives, True Negatives, False Positives, and False Negatives [22].

+ Cohen’s Kappa score. It measures the level of agreement between two assessors in a
classification problem involving N items in K mutually exclusive categories [23]. It
is defined by the equation:

Po — Pe
= — 1

where py is the agreement rate between assessors, that is,
po = (number of identically classfied items) /N, and p. is the probability of
agreement if the assessors classify the samples randomly, that is,

_ K nyg nog
Pe=) NN (2)

MCC =

where n;i is the number of items the assessor i classifies in category k. If the asses-
sors completely agree, then x = 1. If there is no agreement between the assessors
other than what would be expected by chance, then x = 0. It should be noted that
the value of x can be negative, indicating that there is no relationship between the
scores of the two assessors, which may occur by chance or reflect a real trend.

In our case, we assume that the classification performed by the assessors corresponds
to the real and predicted labels. Therefore, agreement between the actual and pre-
dicted labels is measured, taking into account possible hits by chance.

+ Matthew’s Correlation Coefficient. Measures the correlation between real and
predicted labels in a classification problem of N items into K categories [24]. In
fact, in the binary case, it corresponds to the Pearson correlation coefficient. It can be
calculated as:

K
Ne =3 itkp

K K o
\/N2 - Zk:ﬂfi\/NQ = 2 kmiPk

where c¢ is the number of samples correctly classified, ¢ is the number of real samples

3)

in category k, and py is the number of samples predicted in category k. MCC returns
a value in the range [-1,1], where 1 represents a perfect prediction, 0 is no better than
random prediction, and - 1 indicates complete disagreement between prediction and
observation. In this case a high degree of correlation indicates a good performance of
the model.

+ Logloss. Measures the performance of a classifier where the predicted outcome is a
probability value between 0 and 1. Log loss is calculated for each row using the Log
loss equation, which measures the difference between the prediction and the true
label. Then, the average Log loss across all rows in the test set is computed. More
suitable classifiers have progressively smaller Log loss values; thus, the classifier with
the smallest Log loss value exhibits better performance [25]. It is defined as:

Page 13 of 19
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Liog (y,p) = — (ylog (p) + (1 — y) log(1 — p)) (4)

where the true label y € {0,1} and the estimated probability p = Pr (y = 1).

Results
The Fig. 5 displays the training curves for both accuracy and the loss function in one of
the training processes of the CV.

The accuracy and loss curves obtained during training exhibit a consistent upward
and downward trend, respectively. This behavior indicates that the model progressively
improved its ability to correctly classify the input data while simultaneously minimiz-
ing the prediction error. The absence of divergence between the training and validation
curves suggests that the model generalizes well to unseen data, providing evidence that
overfitting was effectively avoided. Therefore, these learning curves validate the effective-
ness of the training process and confirm the robustness of the proposed methodology.

Figure 6 presents the confusion matrix, which reveals that the model was affected by
the class imbalance, as it failed to produce correct predictions for the minority classes
(Chat and Email). This outcome suggests that the proposed methodology alone is not
sufficient to address the challenges posed by imbalanced datasets, as it does not achieve
adequate representation of minority classes. Additionally, the confusion matrix shows a
significant proportion of Streaming traffic misclassified as File Transfer. Although this
is technically an incorrect classification, the similarities between these two types of net-
work traffic (particularly in the high number of generated flows) can reasonably explain
the model’s confusion.

Based on the confusion matrix results shown in Fig. 6, the weighted macro-F1
score can be calculated. The F1 scores obtained for each class are as follows: Chat=0;
Email=0; File Transfer=88,64; Streaming=_80,00; and VoIP=98,13. The average of
these values yields an overall F1 score of 53,35. However, it is important to note that
each class has a different representation in the dataset. Therefore, a weighted F1 score

provides a more accurate evaluation by incorporating each class’s proportion within the
dataset: Chat=0,19%; Email=0,02%; File Transfer=38,65%; Streaming=30,07%; and
VoIP =31,06%. When applying these weights, the final weighted F1 score is 88,80.

The training results showed no variations among the different 5-fold CV processes,
suggesting that the model was not biased by the data selection. Therefore, the train-

ing was robust, indicating the potential for generalization of these results to real traffic

Accuracy curves Loss curves

1 — acuracy

val_accuracy —_— val_loss

Loss

044 —

2 4 Epochs? 10 2 1 2 4 Epochss 10 12 14

Fig. 5 Graphs showing accuracy and loss functions during the training and validation processes in one iteration
of the cross-validation procedure
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Fig. 6 Confusion matrix for the 5-class classification problem. The horizontal axis represents the predicted out-
comes by the model, while the vertical axis displays the actual results from the test set

Table 5 Results of accuracy and loss metrics from the Cross-Validation process for training,
validation and testing

Metrics Train Validation Test
Accuracy (%) 88,39+0,07 88,61+0,30 88,87+0,04
Loss 0,31£0,01 0,29+0,01 0,29+0,00

Table 6 Metrics results for the Cross-Validation process for the test set

Metrics Test
Accuracy (%) 88,87+0,04
Log Loss 0,29£0,00
Cohen kappa score (%) 83,02+0,07
Matthews Correlation Coefficient 0,84+0,00

analysis. This is supported by the metric outcomes demonstrating small standard devia-
tion values, as presented in the results from Table 5.

Once the absence of bias in the model had been verified, the previously described met-
rics were evaluated on the blinded test set. The results of the metrics can be seen in
Table 6.

The metrics results indicate that the proposed model achieved a high accuracy rate of
88,87 + 0,04 %. However, given the imbalanced classes, it’s necessary to evaluate the
model’s performance with consideration for prediction security.

Log Loss evaluates the difference between the prediction and the true label, where
a value close to 0 indicates a better-performing classifier in the context of multi-class
problems. Therefore, in this scenario, we have a well-performing classifier.

The Cohen’s Kappa coefficient indicates the degree of agreement between predic-
tions and real labels considering chance agreement. For the proposed model, a value of
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Table 7 Results of the proposed model compared to other studies

Model Input Data Accuracy (%)
Our Model Proposed preprocessing 88,87+0,04
(20) LSTM Raw/Packet level features 73,64+156
(21) LSTM Raw/Packet level features 81,64+0,60
(19) CNN+LSTM Packet level feature 96,32

(20) CNN+LSTM Raw/Packet level features 77,95+0,41
(21) CNN+LSTM Raw/Packet level features 84,25+0,49
(27) CNN+LSTM Raw traffic/time series features 74,26 +0,98

83,02 + 0,07% was obtained, signifying a high agreement rate, thereby indicating the
model’s robustness and successful training process.

Lastly, the Matthews Correlation Coefficient value suggests a high correlation
between real and predicted values.

Discussion
Given that there are other studies in the literature employing LSTM-based models for
NTC, we will conduct a comparison of the results using Table 7.

When comparing the results of the proposed model with other LSTM-based mod-
els, we find that our methodology not only effectively prevents biases but also helps the
model extract features from the majority class data, leading to improved classification
results. It is worth noting that our LSTM model outperforms the current state of the
art, even when using a similar base architecture. However, we wanted to compare our
results with those of hybrid CNN + LSTM models to better assess the potential of our
proposed methodology. As seen in the comparison, except for the model in [19], our
model outperforms the current state of the art, including hybrid models, thanks to the
preprocessing steps outlined. It is important to highlight that these studies used raw
data without preprocessing. Thus, they did not eliminate biases caused by ports or IP
addresses. Moreover, they did not address class imbalance. In the case of [19], the valida-
tion process is not described, and it is unclear whether the model was properly trained
or if the bias introduced by correlations between different training sets was eliminated.

The assessment using different metrics has provided a deeper understanding of the
generalization capacity of the proposed model to yield robust results free from biases,
which would facilitate the implementation of a real-time proof of concept. Processing
times are approximately 29 min for every 64 GB of loaded PCAP, averaging 2,2 GB of
PCAP per minute. Considering that the 64 GB dataset took 26,35 h to record, we can
conclude that the processing speed in a hypothetical real-time application would be
quite optimal.

Among the limitations of the study, we must highlight that this model has shown sen-
sitivity to class imbalance, as it was unable to correctly classify the minority classes.
Although these classes, namely chat and email, represent only about 0,19% and 0,03%,
respectively, of the total dataset, we chose to retain the imbalance in order to evaluate
the generalization capacity of the proposed methodology in the developed model. This
also allowed us to compare our results on equal terms with other methods. Therefore,
it is necessary to apply techniques to address class imbalance alongside this methodol-
ogy. Additionally, we recommend using a more powerful model that can tolerate some
degree of imbalance between classes, minimizing the noise introduced into the model.
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The proposed methodology is highly adaptable and not restricted to any specific
device, communication protocol, or transmission medium (e.g., 4G or 5@G), making it
applicable across various network environments and scalable to different infrastructures.
By focusing on key aspects like payload data and removing irrelevant fields, the prepro-
cessing method addresses challenges such as noise reduction and packet inconsistencies,
enhancing the model’s generalization and real-time applicability.

For future work, we plan to introduce Transformer-based models to compare their
performance with the current results and to scale the problem by incorporating a larger
volume of data to better simulate real-world traffic. This will involve integrating new
datasets and increasing the complexity of the data. Additionally, we aim to compare both
approaches in a controlled real-world environment to conduct scalability tests with live
network traffic. This will allow us to evaluate computational resources and assess preci-
sion metrics within this simulated environment. We also consider performing ablation
studies on these models to strengthen the results and identify areas for improvement.

Conclusions

This study presents a novel methodology for encrypted network traffic classification by
leveraging Natural Language Processing (NLP) techniques through the proposed nt2txt
approach. By treating payload data as a textual sequence and segmenting it into fixed-
size tokens, our method enables the application of sequence modeling to raw traffic data
without relying on metadata such as IP addresses or port numbers, which are known to
introduce bias. Furthermore, the subdivision of flows into semi-flows, combined with
strict dataset partitioning, reduces spurious correlations and improves the generalizabil-
ity of the model. The experimental results, validated using an LSTM model, demonstrate
a clear improvement over similar architectures that do not incorporate bias-reduc-
tion measures. Achieving 88,87 +0,04% accuracy, along with high values in MCC and
Cohen’s Kappa, confirms the robustness and practical viability of our approach. Impor-
tantly, the methodology is device- and protocol-agnostic, scalable to large datasets, and
suitable for real-time deployment in environments such as 4G/5G networks, which face
growing demands in traffic analysis and cybersecurity. Future research should explore
the integration of more advanced deep learning architectures (e.g., Transformers) that
could further improve classification performance. Additionally, applying this methodol-
ogy to other types of encrypted traffic could provide valuable insights into its robustness

and adaptability.

Acronyms

Al Artificial Intelligence

CLI Command-Line Interface
CNN Convolutional Neural Network
cv Cross Validation

DL Deep Learning

DPI Deep Packet Inspection

DT Decision Trees

KNN K-Nearest Neighbors

LSTM  Long Short-Term Memory

MCC Matthew's Correlation Coefficient
ML Machine Learning

MLP Multi-layer Perceptron

NLP Natural Language Processing

NT Network Traffic

NTC Network Traffic Classification
PCAP  Packet Capture

QoS Quality of Service
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RNN
SPI

SVM
VolP

Recurrent Neural Network
Surface Packet Inspection
Support Vector Machine
Voice over IP
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